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Abstract- Ad hoc networks are a new paradigm of wireless
communication for mobile hosts, Ad hoc. They are usually
set up in situations of emergency, for temporary operations
or simply if there are no resources to set up elaborate
networks. There are various challenges that are faced in the
Ad hoc environment. The wireless nature of communication
and lack of any security infrastructure raise several security
problems. This paper outlines vulnerabilities to security
attacks which are an important challenge in design of theses
networks and a detailed classification of threats against ad
hoc networks. Threats exist to ad hoc networks both from
external nodes unauthorized to participate in the mobile ad
hoc networks, and from internal nodes, which have the
authorization credentials to participate in the mobile ad hoc
network. Any protocols and simulations to test the
properties should include the capability to handle each type
of node and attack.
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1.

INTRODUCTION

1.1 Introduction to Ad hoc networks
An ad-hoc network is a local area network (LAN) that is
built spontaneously as devices connect. Instead of relying
on a base station to coordinate the flow of messages to
each node in the network, the individual network nodes
forward packets to and from each other. Ad hoc networks,
which cover a variety of network paradigms for specific
purposes, such as mobile ad hoc networks, sensor
networks, vehicular networks, underwater networks,
underground networks, personal area networks, and home
networks, promise a broad range of applications in
civilian, commercial, and military areas [7]. These
networks are ideal in situations where installing an
infrastructure is not possible because it is too expensive or
too vulnerable, the network is too transient, or the
infrastructure was destroyed. A military base station on a
battlefield is an example of vulnerable infrastructure. AdHoc networks can also be used for emergency, law
enforcement and rescue missions. Since an ad hoc
network can be deployed rapidly with relatively low cost,
it becomes an attractive option for commercial uses such
as sensor networks.

Security is an important issue for ad hoc networks
particularly for security-sensitive applications. To secure
a network, we consider the following aspects [4]:
Availability ensures the survivability of network services
despite denial of service attack which could be launched
at any layer of ad hoc networks. On the network layer, an
adversary could disrupt the routing protocol and
disconnect the network. On the higher layers, an
adversary could bring down high-level services.
Confidentiality ensures that certain information is never
disclosed to unauthorized entities. Network transmission
of sensitive information such as strategic or tactical
military information, requires confidentiality. Leakage to
such information to enemies could have devastating
consequences. Routing information must also remain
confidential.
Integrity guarantees that a message being transferred is
never corrupted. A message could be corrupted because
of benign failures such as radio propagation impairment.
Authentication enables a node to ensure the peer node
with which it is communicating. Without authentication,
an adversary could masquerade as a node, thus gaining
unauthorized access to resource and sensitive information
and inferring with the operation of other nodes.
Nonrepudiation ensures that the origin of a message
cannot deny having sent the message. It is useful for
isolation and detection of compromised nodes. When
node A receives an erroneous message from need B,
Nonrepudiation allows A to accuse B using this message
and to convince other nodes that B is compromised [1].
Accountability-This will be required so that any actions
affecting security can be selectively logged and protected,
allowing for appropriate reaction against attacks.
Dependability and reliability-One of the most common
applications for ad hoc networks is in emergency
situations when the use of wired infrastructure is
infeasible. Hence, routing must be reliable, and
emergency procedures may be required [4]. For example,
if a routing table becomes full due to memory constraints,
a reactive protocol should still be able to find an
emergency route to a given destination.

1.2 Security Requirements
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2. ATTACK CLASSIFICATION
Attacks on networks come in many varieties and they can
be classified into groups in a different way [5]:
(1) Passive attacks which involve only eavesdropping on
the data that is being communicated in the network.
Examples of passive attacks include covert channels,
traffic analysis, sniffing to compromised keys.
(2) Active attacks which involve specific actions
performed by adversaries, for instance, the replication,
modification, and deletion of exchanged data among the
nodes.
One way to diversify attacks is to classify them by their
source.
External attacks are committed by parties that are not
legally part of the network. External attackers are not
necessarily disconnected from the network, though. The
targeted network might be a self-contained entity that is
linked to other networks using that are using the same
infrastructure or communication technology. This would
make it possible to initiate attacks without even being
authenticated in the targeted network. On the other hand,
it would also be possible to jam the communication of the
entire ad hoc network of a company from the parking lot
in front of the company building [5].
Internal attacks are sourced from inside a particular
network. A compromised node whose actions
compromise the security of the whole ad hoc network
with access to all other nodes within its range poses a
high threat to the functional efficiency of the whole
collective. Attacks can be executed more efficiently, since
internal attacks are not as easy to prevent as external ones.
3.

ATTACK TYPES

We will discuss some important attacks that could be
launched against the ad hoc network as well as individual
nodes.
3.1 Denial of service (DoS)
The most common threats lead to a denial of service
attack, which in turn induces the ‗sleep deprivation
torture‘ attack. Malicious nodes cause other nodes to
exhaust their resources by getting other mobile nodes to
do unnecessary processing using correct or incorrect
information. Those nodes which use up their power
resources will eventually become unable to operate under
normal circumstances. A sleep deprivation torture attack
is particularly viable for ad hoc networks, due to the
power constraints likely for mobile nodes [6]. There are a
variety of ways to achieve the objective of this denial of
service attack. For example, in proactive protocols a
malicious node could advertise topology updates with lots

of false routes and addresses so that the route table
calculation will take more time and resource. This is also
an attack on network integrity. Some of the examples of
Denial of Service attacks are:
* SYN flooding- In this type of DoS attack, the adversary
sends a large number of SYN packets to a victim node,
spoofing the return address of the SYN packets. On
receiving the SYN packets, the victim node sends back
acknowledgement (SYNACK) packets to nodes whose
addresses have been specified in received SYN packets
and waits for ACKs from the senders, which never arrive.
If sufficient connections are established among multiple
senders and the victim, it is likely that its memory
resources may be exhausted (table overflow), owing to
the currently open connections and the victim cannot now
accept a new legitimate request for a connection.
* Distributed denial of service attack-This type of attack
is launched by a group of compromised nodes who are
part of the same network and who collude together to
bring the network down or seriously affect its operation.
* Jamming-This type of DoS attack is initiated by a
malicious node after determining the frequency of
communication used by the receiver and using the same
frequency to send data to the receiver thereby interfering
with its operation. Frequency hopping is an established
technique to get around jamming attacks [10].
3.2 Impersonation
Impersonation attacks are also called spoofing attacks.
The attacker assumes the identity of another node in the
network, thus receiving messages directed to the node it
fakes. Usually this would be one of the first steps to
intrude a network with the aim of carrying out further
attacks to disrupt operation. Depending on the access
level of the impersonated node, the intruder may even be
able to reconfigure the network so that other attackers can
(more) easily join or he could remove security measures
to allow subsequent attempts of invasion. A compromised
node may also have access to encryption keys and
authentification information. Two well known
impersonation attacks are Sybil and Trust [1].
 Sybil attack
In the Sybil attack a malicious node behaves as if it were
a larger number of nodes by impersonating other nodes or
simply by claiming false identities. In the worst case, a
Sybil attacker may generate an arbitrary number of
additional node identities, using only one physical device.
The additional identities that the node acquires are called
Sybil nodes. There are three possible dimensions in which
a Sybil attack can be launched.
 Trust attack
A trust attack is another type of impersonation attack [3].
In simple security applications, in which the goal is to
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protect a given message or an item from passive or active
attacks, user trust can be established as an authentication
procedure between a system and a user. But there are
applications which require multiple security levels. For
example military applications have information that is
categorized as unclassified (U), confidential (C), secret
(S), or top secret (TS), and each type of information can
require a set of authentication rules that have some sort of
hierarchical structure, called a trust hierarchy.
A trust hierarchy is basically an explicit representation of
trust levels that reflects organizational privileges. It
associates a number with each privilege level, to reflect
the security, importance, or capabilities of the mobile
node and also of the paths.
3.3 Passive eavesdropping
This can allow unauthorised principals to listen to and
receive messages including routing updates [2]. An
unauthorised node will be able to gather data that can be
used to infer the network topology and other information
such as the identities of the more heavily used nodes
which forward or receive data. Hence, techniques may be
needed to hide such information. Eavesdropping is also a
threat to location privacy. Passive eavesdropping also
allows unauthorised nodes to discover that a network
actually exists within a geographical location, by just
detecting that there is a signal present.
3.4 Sinkhole attacks
By carrying out a sinkhole attack, a compromised node
tries to attract the data to it from all neighboring nodes.
Since this would give access to all data to this node, the
sinkhole attack is the basis for many other attacks likes
eavesdropping or data alteration. Sinkhole attacks make
use of the loopholes in routing algorithms of ad hoc
networks and present themselves to adjacent nodes as the
most attractive partner in a multihop route. Even though
by definition nodes on the network layer of an ad hoc
network are equal, sinkhole attacks might be very
effective on application level, where nodes may have
different roles.
3.5 Wormholes
Closely related to the sinkhole attack is the wormhole
attack [9]. In a wormhole attack, a malicious node uses a
path outside the network to route messages to another
compromised node at some other location in the net (just
like a ―conventional‖ wormhole presents a shortcut
between two normally distant locations in space).
Wormholes are hard to detect because the path that is
used to pass on information is usually not part of the
actual network. Interestingly, a wormhole itself does not
have to be harmful; for it usually lowers the time it takes
for a package to reach its destination. But even this

behavior could already damage the operation, since
wormholes fake a route that is shorter than the according
one within the network; this can confuse routing
mechanisms which rely on the knowledge about distance
between nodes. Wormholes are especially dangerous
because they can do damage without even knowing the
protocols used or the services offered in the network. In a
wireless network it is relatively easy to eavesdrop on the
communication and forward the packets to other known
nodes before the packet sent within the network arrives
[9].
3.6 Sleep deprivation
Usually, this attack is practical only in ad hoc networks
where battery life is a critical parameter. Battery-powered
devices try to conserve energy by transmitting only when
absolutely necessary. An attacker can attempt to consume
batteries by requesting routes, or by forwarding
unnecessary packets to the node using, for example, a
black hole attack. This attack is especially suitable against
devices that do not offer any services to the network or
offer services only to those who have some special
credentials. Regardless of the properties of the services, a
node must participate in the routing process unless it is
willing to risk becoming unreachable to the network.
3.7 Black hole
In this attack, a malicious node uses the routing protocol
to advertise itself as having the shortest path to the node
whose packets it wants to intercept. In a flooding-based
protocol, the attacker listens to requests for routes. When
the attacker receives a request for a route to the target
node, the attacker creates a reply consisting of an
extremely short route [8]. If the malicious reply reaches
the requesting node before the reply from the actual node,
a forged route gets created once the malicious device has
been able to insert itself between the communicating
nodes; it is able to do anything with the packets passing
between them. It can choose to drop the packets to
perform a denial of-service attack, or alternatively use its
place on the route as the first step in a man-in-the-middle
attack.
4.

CONCLUSION AND FUTURE WORK

Ad hoc networks present various threats due to their very
different properties. These properties open up very
different security risks from conventional wired networks,
and each of them affects how security is provided and
maintained. In Ad hoc networks attacks may vary depend
on (1) which environment the attacks are launched, (2)
what communication layer the attacks are targeting, and
(3) what level of ad hoc network mechanisms are
targeted. One can also see that there are several attack
characteristics that must be considered in designing any
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security measure for the ad hoc network. Many attacks are
only possible or only effective, if the malicious party is a
participant of the network, so it is highly important to
implement secure mechanisms to authenticate entities
entering the network.
In a future work, various security solutions to secure
routing protocols will be investigated and classified. The
investigation will include various techniques that might
be employed in protecting, detecting, and responding to
the attacks against the routing messages. Some attacks are
possible in the ad hoc networks because most of the
current ad hoc routing protocols do not authenticate the
routing packets. As a result, malicious nodes might
exploit this loophole to masquerade as another node by
modifying the contents of the packets.
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