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Abstract: Group communication is becoming the basis for a
growing number of applications. It is therefore critical to
provide sound security mechanisms for group communication.
Group communication can benefit from a Key Generation
Center to achieve a scalable exchange of messages. Key
Generation Center can broadcast group key information to
all group members at once under the secret shared with each
user during registration and sends the ciphertext to each
group member separately. The strength of the proposed
protocol is authentication and confidentiality. Security goals
and analysis against inside and outside attacks can be
achieved.
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I. INTRODUCTION
Providing authentication and confidentiality for the
messages exchanged between group members is an
important issue in Secure Group communication. To
provide these two functions, one-time session keys need to
be shared among communication entities to encrypt and
authenticate messages. Thus, before exchanging
communication messages, a key establishment protocol
needs to distribute one-time secret session keys to all
participating entities. Key establishment protocols are of
two types: key agreement protocols and key transfer
protocols.
In key agreement protocols, all communication entities
are involved to determine session keys. The most
commonly used key agreement protocol is Diffie-Hellman
(DH) key agreement protocol. However, DH public key
distribution algorithm can only provide session key for two
entities; not for a group more than two members. One main
concern of key agreement protocols is that since all
communication entities are involved to determine session
keys, the time delay of setting up this group key may be

too long, especially when there are a large number of
group members.
When a secure communication involves more than two
entities, a group key is needed for all group members.
Group communication applications can use key transfer
protocol to transmit data to all group members using
minimum resources.
Efficiency is achieved because data packets need to be
transmitted once and they traverse any link between two
nodes only once, hence saving bandwidth. Key transfer
protocols rely on a mutually trusted Key Generation Center
(KGC) to select session keys and then transport session
key to all communication entities secretly. Most often,
KGC encrypts session keys under another secret key
shared with each entity during registration.
Secret sharing has been used to design group key
distribution protocols. There are two different approaches
using secret sharing: a trusted offline server called key
predistribution scheme active only at initialization and an
online trusted server, called the key generation center,
which is always active
Key Predistribution Scheme:
In a key predistribution scheme, a trusted authority
generates and distributes secret pieces common to this
subset. The main disadvantage of this approach is to
require every user to store a large size of secrets.
Online Server:
Online server needs to be active to select a group key
and transport it to each group member. However, the
difference between encrypting the Group Temporal Key
(GTK) using the Key Encryption Key (KEK) from the
authentication server to each mobile client separately is the
trusted KGC broadcasts group key information to all group
members at once.
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The main security goals for our group key transfer
protocol are: key freshness, key confidentiality and key
authentication.
Freshness formalizes the fact that the session key is not
obviously known by the adversary through basic means
and to ensure that a group key has never been used before.
Thus, a compromised group key cannot cause any further
damage of group communication. On top of this and
because the corruption capabilities of an adversary can
make him learn the session key trivially, the definition is
relevant to the notion of forward secrecy, which entails that
the corruption of a player does not compromise the
previously established session keys.
Key confidentiality is to protect the group key such that
it can only be recovered by authorized group members; but
not by any unauthorized user.
Key authentication is to provide assurance to authorized
group members that the group key is distributed by KGC;
but not by an attacker. An attacker can impersonate a user
to request for a group key service. In addition, attacker can
also modify information transmitted from users to KGC
without being detected. Attackers can neither obtain the
group key nor share a group key with authorized group
members.
The proposed protocol is based on Exclusion Basis
Systems (EBS), a combinatorial formulation of the group
key management problem, which allows protocol user to
trade-off between the number of keys needed to be stored
and the number of messages needed to be transmitted for
each key update with no counter collusion solution
provided.

II. RELATED WORKS
Secret group communication can be achieved by
encrypting messages with a group key. In a key
predistribution scheme, users belonging to a privileged
subset can compute individually a secret key common to
this subset. A family of forbidden subsets of users must
have no information about the value of the secret. The
main disadvantage of this approach is to require every user
to store a large size of secrets. The second type of approach
requires an online server [1] to be active to select a group
key, transport it to each group member and to encrypt GTK
using the KEK from the authentication server to each
mobile client separately.
We generalize the problem in which the secret is some
data. Our goal is to divide D into n pieces D1, ..., Dn in
such a way that: knowledge of any k or more Di pieces
makes D easily computable; knowledge of any k-1 or

fewer Di pieces leaves D completely. Such a scheme is
called a (k,n) threshold scheme. Threshold schemes are
ideally suited to applications in which a group of mutually
suspicious individuals with conflicting interests must
cooperate
To communicate securely over insecure channels it is
essential that secret keys are distributed securely. Secret
sharing scheme provides a solution for safeguarding
cryptographic keys. In a secret sharing scheme, a secret s is
divided into n shares and shared among n shareholders in
such a way that, with any t or more than t shares, it is able
to reconstruct this secret; but, with fewer than t shares, it
cannot reconstruct the secret. Such a scheme is called a (t,
n)-Secret Sharing, denoted as (t, n)-SS.
Shamir’s (t, n)-SS is based on Lagrange interpolating
polynomial. There are n shareholders U={U1 . . . Un} and
a mutually trusted dealer D. This scheme consists of two
algorithms: share generation algorithm and secret
reconstruction algorithm.
Share Generation Algorithm:





Dealer D first picks a polynomial f(x) of degree (t-1)
randomly:
f(x)=a0+a1x+….+at-1xt-1, in which the secret s is a
constant term. s=a0=f(0) and all coefficients
a0,a1, . . . ,at-1 are in a finite field Fp with p elements
D computes all shares: si = f(i)(mod p) for i =1, . . . ,
n
Then, D outputs a list of n shares (s1,s2, . . ,sn) and
distributes each share si to corresponding
shareholder Pi privately

Share Reconstruction Algorithm:
This algorithm takes any t shares (s1,s2, . . ,sn) as input,
it can reconstruct the secret s as

s  f (0)   si  i
iA


xj
  si  

iA
 jAi x j  xi


 (mod p)



where A = {i1,….it}  {1,2,…,n}, i for iЄA are Lagrange
coefficients.
In Shamir’s (t, n)-SS, the secret of each shareholder is
just the y-coordinate of f(x) and the x-coordinate is made
publicly known.

24

R.A.Karthika et al UNIASCIT, Vol 1 (1), 2011, 23-27

III PROPOSED MODEL
In this paper, we propose a solution based on the
approach using any (t, n) secret sharing scheme to
distribute a group key to a group consisting of (t – 1)
members and provide confidentiality and authentication for
distributing group keys. SS-scheme consists of three steps:
Initialization of KGC
The KGC randomly chooses two safe primes p and q
and compute n =pq. n is made publicly known.
User Registration
Each user is required to register at KGC for subscribing
the key distribution service. The KGC keeps tracking all
registered users and removing any unsubscribed users.
During registration, KGC shares a secret, (xi, yi), with each
user Ui, where xi, yi Є Zn.

There are two types of adversaries in our proposed
protocol, insider and outsider. Any attacker can
impersonate a group member to issue a service request to
KGC without being detected and KGC will respond by
sending group key information accordingly; however, the
group key can only be recovered by any group member
who shares a secret with KGC.
If the attacker tries to reuse a compromised group key
by replaying previously recorded key information from
KGC, this attack cannot succeed in sharing this
compromised group key with any group member since the
group key is a function of each member’s random
challenge and the secret shared between group member and
KGC. A compromised group key cannot be reused if each
member selects a random challenge for every conference.
There are three security goals for our key transfer protocol:

Key freshness
Random group key selected by KGC to recover key is a
function of random challenge selected by each group
member.

Group Key Generation And Distribution
This process involves five steps:
Step 1: The initiator sends a key generation request to
KGC with a list of group members as {U1, U2, . . , Ut}
Step 2: KGC broadcasts the list of all participating
members, {U1, U2, . . . , Ut}, as a response

Key confidentiality
Authorized user only knows t+1 points and is able to
reconstruct the polynomial f(x) and recover the group key
k. Unauthorized user knows only t points on f(x) available.
Thus, unauthorized member knows nothing about the
group key.
Key authentication

Step 3: Each participating group member needs to send a
random challenge, Ri Є Zn to KGC
Step 4: KGC randomly selects a group key, k and
generates generates f(x) ,(0,k) and (xi,yi  Ri) for i = 1, . . . ,
t. KGC also computes t additional points, Pi, for i = 1, . . . ,
t, on f(x) and Auth = h(k,U1, . . . , Ut, R1, . . .,Rt, P1, . . . ,
Pt). KGC broadcasts {Auth, Pi}, for i = 1, . . . , t, to all
group members
Step 5: Each group member, Ui, knows the shared secret,
(xi,yi  Ri), and t additional public points, Pi on f(x), is able
to compute f(x) and recover the group key k = f(0). Then
Ui computes h (k, U1, . . . , Ut, R1, . . ., Rt, P1, . . . , Pt) and
checks with Auth. If these two values are identical, Ui
authenticates that the group key is sent from KGC.
IV SECURITY ANALYSIS

Since the group key is known only to authorized group
members and KGC, unauthorized members cannot forge
Auth value. Insider also cannot forge a group key without
being detected since the group key is a function of the
secret shared between each group member and KGC.
Remarks:



In our proposed protocol, we focus on protecting
group key information broadcasted from KGC to all
group members
User authentication can be achieved based on the
knowledge of the shared secret between each user
and KGC. User’s challenge to KGC can be
authenticated by KGC if each user attaches an
authentication value, along with the challenge
message. Furthermore, key confirmation can be
done by asking each group member to send a key
confirmation. Then, after receiving all key
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confirmations from group members, KGC sends a
group key confirmation to each group member

Remarks:


V RESULT



Construction
Suppose that our secret S is 1234. We wish to divide the
secret into 6 parts (n=6), where any subset of 3 parts
(t=3) is sufficient to reconstruct the secret. At random we
obtain 2 numbers: 166, 94 (a1=166; a2=94). Our
polynomial to produce secret shares is therefore:
f(x)=1234+166x+94x2
We construct 6 points from the polynomial: (1,1494),
(2,1942), (3,2578), (4,3402), (5,4414), (6,5614) and we
give each participant a different single point (both x and
f(x))
Reconstruction
In order to reconstruct the secret any 3 points will be
enough.
Let
us
consider
(x0,y0)=(2,1942);
(x1,y1)=(4,3402);
(x2,y2)=(5,4414).
We
compute
Lagrange basis polynomials:
l0 

x  x1 x  x2
x4 x5
.

.
x0  x1 x0  x2
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KGC shares a secret (xi,yi) with each user, adding or
removing each user does not need updation in
existing shared secret
For distributing a secret group key involving t group
members, KGC needs to broadcast a message
containing (t + 1) elements to all group members
Each group member needs to compute a t-degree
interpolating polynomial f(x) to decrypt the secret
group key
In Shamir’s (t, n)-SS, the secret of each shareholder
is
just
the
y-coordinate
of
f(x)
and
the
x-coordinate is made publicly known
In Shamir’s (t, n)-SS, the modulus p used for all
computations is a prime number
In our proposed protocol for security reason, we
need to keep both x-coordinate and y-coordinate as
each user’s secret. Furthermore, to prevent insider
attack, the modulus n used for computations is a
composite integer

VI CONCLUSION
Every user needs to register at a trusted KGC initially
and preshare a secret with KGC. KGC broadcasts group
key information to all group members at once. The
confidentiality of our group key distribution is information
theoretically secure. We provide group key authentication.
Security analysis for possible attacks is included. Thus we
have proposed an efficient group key transfer protocol
based on secret sharing.
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But, the proposed protocol is only suitable for
distributing secret group key to a group with a small group
size. Also that the fault detection is not acknowledged and
so the broadcast is not reliable. Moreover there is
computational load of each group member.
In order to overcome all these, KGC generates a private
key and a sequence of systems during registration. This
private key is transmitted but the sequence does not get
transmitted. The sequence is closed automatically at
random interval. KGC closes the session when malicious
user intrudes and it informs the change of sequence.
Clients can request KGC for a higher number of sequence
for critical data transmission and so the authentication time
is more. Based on the clients security level sequence can
change and hence proved flexible security.

The secret is the free coefficient, which means
that s=1234, and we are done.
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